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in an existing investigation. (1) To be eli-
gible for the exclusion the match must
be performed by an activity of a com-
ponent whose principal function in-
volves enforcement of criminal laws,
i.e., an activity that is authorized to
exempt certain of its systems of
records under subsection (j)(2) of the
Privacy Act.

(2) The match must flow from an in-
vestigation already underway which fo-
cuses on a named person or persons.
Subjects identified generically, e.g.,
‘‘program beneficiaries,’’ are not eligi-
ble.

(3) The investigation may be into ei-
ther criminal or civil law violations.

(4) In the context of this exclusion
only, person or persons could include
subjects that are other than individ-
uals as defined in the Privacy Act, such
as corporations or other business enti-
ties. For example, a business entity
could be named subject of the inves-
tigation and records matched could be
those of customers or clients.

(5) The match must be for the pur-
pose of gathering evidence against the
named person or persons.

(e) Tax administration matches. (1)
Matches involving disclosures of tax-
payer return information to state or
local tax officials pursuant to section
6103(d) of the Internal Revenue Code.

(2) Tax refund offset matches accom-
plished pursuant to the Deficit Reduc-
tion Act of 1984.

(3) Matches done for tax administra-
tion pursuant to section 6103(b)(4) of
the Internal Revenue Code.

(4) Tax refund offset matches con-
ducted pursuant to other statutes pro-
vided approval of the Office of Manage-
ment and Budget is obtained.

(f) Routine administrative matches
using Federal personnel records. These
are matches between the agency and
other Federal agencies or between the
agency and non-Federal agencies for
administrative purposes that use data
bases that contain records predomi-
nantly relating to Federal personnel.
The term ‘‘predominantly’’ means that
the percentage of records in the system
that are about Federal employees must
be greater than of any other category
contained therein. For the purpose of
disclosing records subject to the Pri-

vacy Act, the Department of Defense is
considered a single agency.

(1) The purpose of the match must
not be intended to result in an adverse
action. Matches whose purpose is to
take any adverse financial, personnel,
disciplinary or other adverse action
against Federal personnel whose
records are involved in the match, are
not excluded from the Act’s coverage.

(2) An example of a match that is ex-
cluded is an agency’s disclosure of time
and attendance information on all
agency employees to the Department
of the Treasury in order to prepare the
agency’s payroll.

(3) This exclusion does not bring
under the Act’s coverage matches that
may ultimately result in an adverse ac-
tion. It only requires that their pur-
pose not be intended to result in an ad-
verse action.

(g) Internal matches using only records
from DoD systems of records. (1) Internal
matches (conducted within the Depart-
ment of Defense) are excluded on the
same basis as Federal personnel record
matching provided no adverse intent as
to a Federal employee motivates the
match.

(2) This exclusionary provision does
not disturb subsection (b)(1) of the Act
permitting disclosure to DoD employ-
ees on an official need-to-know basis.

(3) The purpose of the internal match
must not be to take any adverse finan-
cial, personnel, disciplinary, or other
adverse action against Federal per-
sonnel.

(h) Background investigation and for-
eign counterintelligence matches.
Matches done in the course of per-
forming a background check for secu-
rity clearances of Federal personnel or
Federal contractor personnel are not
covered. Matches done for the purpose
of foreign counterintelligence are also
not covered.

§ 317.94 Conducting matching pro-
grams.

(a) Source and recipient agencies. The
agency, if undertaking a matching pro-
gram, should consider if it will be a
‘‘source agency’’ or a ‘‘recipient agen-
cy’’ for the match and be prepared to
meet the following requirements:

(1) The recipient agency does the
matching. It receives the data from
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system of records of other Federal
agencies or data from state and local
governments and actually performs the
match by computer.

(2) The recipient agency is respon-
sible for publishing a notice in the FED-
ERAL REGISTER of the matching pro-
gram. Where a state or local agency is
the recipient, the Federal source agen-
cy is responsible for publishing the no-
tice.

(3) A Federal source agency discloses
the data from a system of records for
the match. A non-Federal agency may
also be a source, but the record data
will not be from a system of records.
The ‘‘system of records’’ concept under
the Privacy Act does not apply to the
recordkeeping practices of state or
local governmental agencies.

(4) The recipient Federal agency, or
the Federal source agency in a match
performed by a non-Federal agency, is
responsible for reporting the match.
This agency must contact the other
participants to gather the information
necessary to make a unified report as
required by § 317.100.

(5) In some circumstances, a source
agency may be the instigator and ulti-
mate beneficiary of the matching pro-
gram, as when an agency lacking com-
puter resources uses another agency to
perform the match; or when as a prac-
tical matter, an agency may not wish
to release and disclose its data base to
another agency as a source because of
privacy safeguard considerations.

(b) Compliance with the system of
records and disclosure provisions. (1) The
agency must ensure that it identifies
the system(s) of records involved in the
matching program and has published
the necessary notice(s) in the FEDERAL
REGISTER.

(2) The Privacy Act does not itself
authorize disclosures from system of
records for the purpose of conducting a
matching program. The agency must
justify any disclosures outside the De-
partment of Defense under subsection
(b) of the Act. This means obtaining
the written consent of the subjects of
record for the disclosure or relying on
one of the 12 non-consensual disclo-
sures exceptions to the written consent
rule. To rely on the routine use excep-
tion (b)(3), the agency must have al-
ready established the routine use (pub-

lished in the FEDERAL REGISTER), or in
the alternative, must comply with sub-
sections (e)(4)(d) and (e)(11) of the Act
which means amending the record sys-
tem notice to add an appropriate rou-
tine use for the match. An amendment
requires publication in the FEDERAL
REGISTER with a 30 day waiting period
for public comment.

(3) The routine use permitting disclo-
sure for the match must be compatible
with and related to the purpose for
which the record was initially com-
piled.

(4) The routine use for the match in
a record system notice shall clearly in-
dicate that it entails a computer
matching program with a specific
agency for an established purpose and
intended objective. For purposes of
matching, a routine use must state
that a disclosure may be made for a
matching program. The agency may
not rely on an existing established rou-
tine use to meet the requirements of
the Act unless it expressly permits dis-
closure for matching purposes.

(c) Prior notice to record subjects. Sub-
jects of record must receive prior no-
tice that their records may be
matched. This may be done by direct
and/or constructive notice.

(1) Direct notice may be given when
there is some form of contact between
the government and the subject. Infor-
mation can be furnished to individuals
on the application form when they
apply for a benefit, in a notice that ar-
rives with a benefit, or in correspond-
ence they receive in the mail. Use of
the advisory Privacy Act Statement is
an acceptable manner to provide direct
notice to subjects of record at the time
of application. The agency shall pro-
vide direct notice for front-end eligi-
bility verification matching programs
whose purpose is to validate an appli-
cant’s initial eligibility for a benefit
and later to determine continued eligi-
bility using the Privacy Act Statement
on the application form. Providers of
services should be given notice (Pri-
vacy Act Statement) on the form on
which they apply for reimbursement
for services provided. Providing notice
of matching programs using the Pri-
vacy Act Statement shall be part of
the normal process of implementing a
Federal benefits program. The agency
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shall insure records contain appro-
priate revisions.

(2) Constructive notice can only be
given by an appropriate routine use
disclosure provision of the affected sys-
tem of records to be used in the match.
For purely internal matching program
uses, amend the ‘‘Purpose(s)’’ element
of the record system notice to specifi-
cally reflect those internal computer
matches performed. The constructive
notice method requires publication in
the FEDERAL REGISTER. Examples of
when constructive notice may be used:

(i) For matching programs whose
purpose is to locate individuals in
order to recoup payments improperly
granted to former beneficiaries, direct
notice may well be impossible and con-
structive notice may have to suffice.

(ii) The agency that discloses records
to a state or local government in sup-
port of a non-Federal matching pro-
gram is not obligated to provide direct
notice to each subject of record. FED-
ERAL REGISTER publication in this in-
stance is sufficient.

(iii) Investigative matches where di-
rect notice immediately prior to a
match would provide the subject an op-
portunity to alter behavior.

(3) The agency shall also provide
periodic notice whenever an applica-
tion is renewed, or at the least during
the period the match is authorized to
take place by providing notice accom-
panying the benefit as approved by the
Defense Data Integrity Board.

(d) Publication of the matching notice.
(1) The matching agency is required to
publish in the FEDERAL REGISTER a no-
tice of any proposed matching program
or alteration of an established program
at least 30 days prior to conducting the
match for any public comment. Only
one notice is required. When a non-Fed-
eral agency is the matching agency,
the source agency shall be responsible
for the publication. The proposed
matching notice for publication shall
be submitted in FEDERAL REGISTER for-
mat and included in the agency report.
The notice shall contain the customary
preamble and contain the required in-
formation in sufficient detail describ-
ing the match so that the reader will
easily understand the nature and pur-
pose of the match, including any ad-
verse consequences.

(2) The preamble to the notice shall
be prepared by the Defense Privacy Of-
fice, DA&M, and shall contain:

(i) The date the transmittal letters
to OMB and Congress are signed.

(ii) A statement that the matching
program is subject to review by OMB
and Congress and shall not become ef-
fective until that review period has
elapsed.

(iii) A statement that a copy of the
agreement shall be available upon re-
quest to the public.

(3) The agency shall provide:
(i) Name of participating agency or

agencies.
(ii) Identity of the source agency and

the recipient agency, or in the case of
an internal DoD matching, the Compo-
nent(s) involved.

(iii) Purpose of the match being con-
ducted to include a description of the
matching program and whether the
program is a one-time or a continuing
program.

(iv) Legal authority for conducting
the matching program. Do not cite the
Privacy Act as it provides no inde-
pendent authority for carrying out any
matching activity. If at all possible,
use the U.S. Code citations rather than
the Public Law as access to the Public
Laws is more difficult. Avoid citing
housekeeping statutes such as 5 U.S.C.
301, but rather cite the underlying pro-
grammatic authority for collecting,
maintaining, and using the informa-
tion even if it results in citing the Code
of Federal Regulations or a DoD direc-
tive or regulation. Whenever possible,
the popular name or subject of the au-
thority should be given, as well as a
statute, public law, U.S. Code, or Exec-
utive Order number; for example: The
Debt Collection Act of 1982 (Pub. L. 97-
365) 5 U.S.C. 5514, Installment deduc-
tion of indebtedness.

(v) A complete description of the sys-
tem(s) of records that will be used in
the match. Include the system identi-
fication, name, and the official FED-
ERAL REGISTER citation, date pub-
lished, including any published amend-
ments thereto. Provide a positive
statement that the system(s) contains
an appropriate routine use provision
authorizing the disclosure of the
records for the purpose of conducting
the computer matching program.
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(Note: In the case of internal DoD
matches, the ‘‘purpose(s)’’ element of
the system(s) involved.) If non-Federal
records are involved, a complete de-
scription to include the specific source,
address, and category of records to be
used, e.g., Human Resources Adminis-
tration Medicaid File, City of New
York, Human Resources Administra-
tion, 250 Church Street, New York, NY
10013.

(vi) A complete description of the
category of records and individuals
covered from the record system(s) to be
used, the specific data elements to be
matched, and the approximate number
of records that will be matched.

(vii) The projected start and ending
dates for a one-time match or the in-
clusive dates for a continuing match.

(viii) The address for receipt of any
public comment or inquiries con-
cerning the notice shall indicate: Di-
rector, Defense Privacy Office, 400
Army Navy Drive, Room 205, Arling-
ton, VA 22202–2884.

§ 317.95 Providing due process to
matching subjects.

(a) Independent verification and notice.
Subjects of record of matching pro-
grams shall be afforded certain due
process procedures when a match un-
covers any disqualifying or adverse in-
formation about them. No recipient
agency, non-Federal agency, or source
agency shall take any adverse action
against an individual until such agency
has independently verified such infor-
mation and the individual has received
a notice from the agency containing a
statement of its findings and gives the
individual the opportunity to contest
the findings before making a final de-
termination. The agency shall not take
any adverse action based on the raw re-
sults of a computer matching program.
Adverse information developed by a
match must be investigated and
verified prior to any action being
taken.

(b) Waiver of independent verification
procedures. Program officials may re-
quest the Data Integrity Board waive
the independent verification require-
ment after they have identified the
type of matching data eligible for a
waiver and conducted a thorough de-
termination of the data’s accuracy.

The only data eligible for waiver is
that which identifies the individual
and the amount of benefits paid under
a federal benefit program. The data
must not be ambiguous. After the Data
Integrity Board determines that the
data qualifies for the waiver procedure,
the program official must present con-
vincing evidence to the Data Integrity
Board of the recipient agency to permit
the Board to assert a high degree of
confidence in the accuracy of the data.
The following elements are examples of
evidence which will assist a Board in
making such a determination: A de-
scription of the databases involved in-
cluding how the information is ac-
quired and maintained; the system
manager’s overall assessment of the re-
liability of the systems and the accu-
racy of the data they contain; the re-
sults of any assessments or audits con-
ducted; any material or significant
weaknesses under various statutes; se-
curity controls in place; previous secu-
rity assessments; any historical data
relating to program error rates; and
any information relating to the cur-
rency of the data. If the Board ap-
proves the waiver, it will notify the
source agency and the program offi-
cials.

(c) Independent investigation. Con-
servation of resources dictates that the
procedures for affording due process be
flexible and suited to the data being
verified and the consequences to the in-
dividual of making a mistake. If the
source agency has established a high
degree of confidence in the quality of
its data and it can demonstrate that
its quality control processes are rig-
orous, the recipient agency may choose
to expend fewer resources in independ-
ently verifying the data. Absolute con-
firmation is not required. The agency
should bring some degree of reason-
ableness to the process of verifying
data. Some methods to consider are:

(1) The individual subject of record
who is the best source where practical,
and

(2) Researching source documents.
(d) Notice and opportunity to contest.

The agency is required to notify
matching subjects of adverse informa-
tion uncovered during a matching pro-
gram and give them an opportunity to
contest and explain before the agency
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